ELK

1.1, ElasticSearch

1.1.1. $ZiAfRRE

1. ARG
ZHTIRAS B 254
Es6.0 ZJ5: —M&RIIHHAE—A type
Index(Z=3|)
typel (£E) type2 (ZE)

document1 (3Z#%) document3 (37£Y)
field1 field2 field1 field2
field3 field4 field3 field4
fields fielde fields fields
document?2 (3Z#4) documentd (37R)
field1 field2 field1 field2
field3 field4 field3 field4
fields field6 fieldS fielde

® 1Y document
FH P AFAETE es o B SO
C IV €
_index: LR FTE R 5 44K
_type: SR ITAE R A A4 R
_id: SR ME— id
_uid:HA id, fH_type Fl_id ZHE (6.x J&5, _type AFE/EA, F_id)
_source: XYM IR 4R Json Hidl, BIERANFBIAEE
_allF g TR AR GER, BOANER (HTXIE FBRAERZR)
® % 5| Index
HAEAGHAZERE XM RAYR, HTEXTFREMTBERME, —MEF



2.

elasticsearch FHZ MR G4k, Blunn] LUZIE HIAAE R Z ARG, TEEHERR

® K Type

HAMFERAE S S (BS6 ZJa— 2 51 A REE > type)

® E Field

HA A R R o 42

KRB %
TR text. keyword (A%3ii)
A long+ integer. short. byte. double. float. half_float. scaled_float(K:
JEKi)
i 7R boolean
H Date
g il binary
BN EE Eagit] Integer_range. float_range. long_range. double_range. date_range(f#l
Kt O FE 71 16))
ARFR iRl IPN
BRI

® i/ Node

—™ Elasticsearch F{IE 17545, W EEFEAA RS 36 A BT
® fET¥ cluster
H—NEREZ AT S, MR LIRSS

1.1.2. Elasticsearch [¥] Rest API

1.

REST i 1] ES 520 (75 % Http Method. URID
W2 (postman)

sommacrs 8 mem-Fawen O sEEe 8 github R [ sEREE

org”:1.0, "hits": Lngex™; “atgui g tyme”:“etudemt”, ©_1d% 727, " _eoore” 11,0, _sorce”; |




POST

Linux T 247

HR:

[root@localcurl -XPOST 'http://192.168.14.12:9200/atguig/doc'
-i-H

"Content-Type:application/json"

-d

1 "name":"haha","age":“10“}‘

FHRL:

HTTP/1.1 201 Created

Location: /atguig/doc/KF_t32QBxRaDZXTftAxg

content-type: application/json; charset=UTF-8

content-length: 172

{"_index":"atguig"," _type":"doc","_id":"KF_t32QBxRaDZXTftAxg"," version":1,"result":
"created","_shards":{"total":2,"successful":1,"failed":0},"_seq_no":0,"_primary_term":
1}

Kibana ] Dev Tools




Dev Tools
Console Search Profiler Grok Debugger

E._I-l- gu/student !I E".

Visualize 2 “name”: “zhangsan” ,
“clazz":"bigdata”

-

Dashbaard

Timelion
APM

Dey Tools
Monitoring

Management

o u
58G_No": 5,
_primary term": &

4. Cerebro 14

By cURI

ES RS EH 2
W75 ip:post/_cat/[args](?v| ?format=json&pretty)

(?v R BoR B, 2format=json&pretty R~ &~ K json %30

1. BEIARY
GET _cat/indices?v
2. BF es BEEERE
GET _cat/health?v

3. W AMEREE
GET _cat/nodes?v

4. FIH RIS

GET _cat/segment?v

AR LRI




WBy%: GET _cluster/(args][?v | ?format=json&pretty)
(v Fon BRI, 2format=json&pretty o~ &~ json #&10)
o Kok
1. W
Wik: PUT  index %7K
2. BERIMER
Wik GET  index #4#K
3. MERZES
WHV%: DELETE  index #AFK
4. BERIIRE
Wi%: HEAD index #AFR
1B GET  index &K/ _status
® URYHRAE
1. WA
iy (PUT|POST) index % F%/type & ¥k /[id]?
AN id 22 B 3K id

2. iR
1By DELETE index 4 F5/type 477 /[id]
4, BFE

1By GET  index &K /type %1 /lid]

1.1.3. IEEHRIIAEHRSI

® FHZET
KOO 1d BSOS B SRR 2R
docid content
1 TR e B i IR I
2 php s& 7 FERAFITES
3 P A A A G AT A 1)

o fHHZERT
O FLE B SRS id RECC R, 5
LA 1A # (Term DicTionary) : 1G3RATA SCRAMI IR, —MEbECR
FIHEZR 5] (Posting List) : ik HLIa{HHEHI R I CHUE B

filtn. TR
1. Term Dictionary

HiEER

2. Posting List

Docld TF Position Offset

1 1 0 <0,2>

3 1 0 <0,2>




Docld: (Y id, SCRYRERLA(E B

TF: FUIAISICR, sz ia] /30 b I R

T e S R Ry

Position: {7, L3k Field 7pida, HIRFTEMNLLE, Mo IFas
Offset: fiZH, L3 PIAESTAITITIRMET AL E, M T miinsg

3. WNAFEY

B+Tree

_mTEE
o -
g \\.

/N 77

I | / \
php =i #HE 0 —PETCEN 87 9 BT E=

FA SO 7 B B 2R EHER 51

1.1.4. 434

A FRHG SUARE AR — R VI 1A (term or token) [, AT DARYMCSCA T, 7R

es HLIAIFR A Analysis

EEA RIS

JaRZadi Bt

S =i eI
® AN
Character Filter | X} JR 4G A AT A0 HR Bl: F2BE html #3558, Rrk 7175
Tokenizer P SR UG SCAHEAT 431A] B BHIA-->EE)I, P
Token Filters A3 JE I REE T HEATIN L | B B/ANE L MIBRTESE . U SO AR SR SE

® /)id API

1. EERENR FRETHSR)

Request:




POST _analyze
{

"analyzer": "standard",
"text":"hello 1111"

}

Response:

{

"tokens": [
{
"token": "hello", #5714
"start_offset": 0, #HT IR W%
"end_offset": 5, #EE NI
"type": "<ALPHANUM>", #ELIE Y
"position": O #E

"token": "world",
"start_offset": 6,
"end_offset": 11,
"type": "<NUM>",
"position": 1

2, EXRIIMFEHAT AN R ETBRE2 A

Request:

POST atguigu/_analyze
{

"field": "name",
"text":"hello world"

Response:

"tokens": [
{
"token": "hello",
"start_offset": 0,
"end_offset": 5,
"type": "<ALPHANUM>",

"position": 0




"token": "world",
"start_offset": 6,
"end_offset": 11,
"type": "<ALPHANUM>",

"position": 1

3. HEXriads

Request:

POST _analyze
{

"tokenizer": "standard",
"filter": ["lowercase"],
"text":"Hello WORLD"

}
Response:
{
"tokens": [
{
"token": "hello",
"start_offset": 0,
"end_offset": 5,
"type": "<ALPHANUM>",
"position": 0
2
{
"token": "world",
"start_offset": 6,
"end_offset": 11,
"type": "<ALPHANUM>",
"position": 1
}
]
}

®  Elasticsearch H 71517 o5

4riA 28 (Analyzer) R
Standard (es EXil) XFZWET, 1Y) I NS A
Simple AR B 7y, /NG b
Whitespace TR HR MR 2y
Stop LBRES B, W thes an. F. X%




Keyword A3
Pattern TEN 53], BRIA\w+, B R3] 75754 7 #1755
Language LSS A iE s (30+)
® A
PaRCIEn =2 7S SreH R Hodik
IK S R g S LR ) 4y H € M 1A g https://github.com/medcl/elastic

search-analysis-ik

Jieba python VitAT/ i R4, | ZHREIR. HE | http://github.com/singlee/elastic
SRR VR AR AR X AT 3] search-jieba-plugin
Hanlp H— R TR | S ABERIESA | https://github.com/hankes/HanL
H A java T EA PRAEAE PR P
1) 5
THULAC WHHERER SRR | BSOS EAT | https://github.com/microbun/ela
r CEA W AR D R sticsearch-thulac-plugin
® Character Filters

FEREAT Tokenizer Z RN AR SCASHEAT AL B, Andin M B s #7455 46

HTML Strip F:B% html FRZERIF AR html S24&
Mapping FAF RS e
Pattern Replace 1E DU U HE 5 4

ER: TS, SR 54E tokenizer fENTHY position 1 offset
Request:

POST _analyze

{

"tokenizer": "keyword",
"char_filter": ["html_strip"],

"text":"<div><h1>B<sup>+</sup>Trees</h1></div>"

Response:

"tokens": [

{

"token":

B+Trees

nun
’




"start_offset": 0,
"end_offset": 38,

"type": "WOl"d"'
"position": 0

}

Token Filter

X R (erm) HEATHEIN. MIBR . 12O ERAT

Lowercase HITE term 4 y/NE
stop B stop words
NGram F1 Edge NGram 3% id] 73 &
Synonym IINIE SR term
Request:
POST _analyze
{

"tokenizer": "standard",
"text":"a Hello World",
"filter": [
"stop",
"lowercase"”,
{
"type":"ngram",
"min_gram":3,
"max_gram":4

}
]
}
Response:
{
"tokens": [
{
"token": "hel",
"start_offset": 2,
"end_offset": 7,
"type": "<ALPHANUM>",
"position": 1
2
{

"token": "hell",




"start_offset": 2,
"end_offset": 7,

"type": "<ALPHANUM>",
"position": 1

"token": "ell",
"start_offset": 2,
"end_offset": 7,

"type": "<ALPHANUM>",
"position": 1

"token": "ello",
"start_offset": 2,
"end_offset": 7,

"type": "<ALPHANUM>",
"position": 1

"token": "llo",
"start_offset": 2,
"end_offset": 7,

"type": "<ALPHANUM>",
"position": 1

"token": "wor",
"start_offset": 8,
"end_offset": 13,
"type": "<ALPHANUM>",
"position": 2

"token": "worl",
"start_offset": 8,
"end_offset": 13,
"type": "<ALPHANUM>",
"position": 2

"token": "orl",
"start_offset": 8,
"end_offset": 13,




"type": "<ALPHANUM>",

"position": 2

b

{
"token": "orld",
"start_offset": 8,
"end_offset": 13,
"type": "<ALPHANUM>",
"position": 2

b

{
"token": "rld",
"start_offset": 8,
"end_offset": 13,
"type": "<ALPHANUM>",
"position": 2

}

H & X731 api

Request:

PUT my_analyzer
{
"settings": {
"analysis": {
"analyzer": {

"my"{
"tokenizer":"punctuation”,
"type":"custom",
"char_filter":["emoticons"],

"filter":["lowercase","english_stop"]

b

"tokenizer": {
"punctuation":{

"type":"pattern”,
"pattern™:"[.,1?]"

2
"char_filter": {

"emoticons":{

"type":"mapping",




"mappings":[

":)=>_happy_",
":(=>_sad_"
]
}
b
"filter": {
"english_stop":{
"type":"stop",
"stopwords":"_english_"
}
}
}
}
}
M
POST my_analyzer/ analyze
{
"analyzer": "my",
"text":"I'm a :) person,and you?"
}
{
"tokens": [
{
“token": "I'm a _happy_ person",
"start_offset": 0,
"end_offset": 15,
"type": "word",
"position": 0
2
{
"token": "and you",
"start_offset": 16,
"end_offset": 23,
“type": "word",
"position": 1
}
]
}
o3 5

1. ZSIpia s BB SCRIS, S0 AR AT SCRYBEAT 73038] (16 7 7 BL 1))




PUT my_test
{
“mappings”:{
“doc”:{

“properties”:{
“title”:{

“type”:"text”,

”.on

“analyzer”:”"whitespace”

[ S —

2. AW A AR A TE AT 0 R

POST my_test/ search

{
“query”:{
“match”:{
“message”:{
“query”:”hello”,

”.on

“analyzer”:”standard”

[

PUT my_test
{

“mappings”:{
“doc”:{
“properties”:{
“title”:{
“type”:"text”,

“analyzer”:”whitespace”,
“search_analyzer”:"standard” #ET TR E 70 1A A8

— e N e

— AN T E R E BRI RS, BRI R SIS RS RO, 50 I TCVADL T
0L, WERANT 201K 7 B type BB AL keyword,  HJ LA 44 23]




1.1.5. Mapping

o fEH:
B SCEUHE FE R R G G5 A 52 X, 183 mapping SR¥a i &R 5| 77l B s it &
a. & Index FHIFEt% (Field Name)
b. EMTEMEA, HnHER ., FRER, R ESE
c. EXEHEERIIMHKHMEE, I documentld. 3% position. FJ40%5
® RHUZE 5| mapping
ANHATECER, B3IEIZ ) mapping

ﬁ%ﬁé:
GET /atguigu/_mapping
0
{
"atguigu™: { R 4R
"mappings": { #mapping X &
"student": { #type LR
"properties": { #7 BB
"clazz": {
"type": "text", HYBORM, AT ER BRIASRAY
"fields": { # BRI E
"keyword": { # AR O]

"type": "keyword",
"ignore_above": 256

}
b

"description": {
"type": "text",
"fields": {
"keyword": {
"type": "keyword",
"ignore_above": 256

}
}I

"name":
"type": "text",
"fields": {
"keyword": {
"type": "keyword",

"ignore_above": 256




® H5E Y mapping

K
PUT my_index #ZR 5| LR
{
"mappings":{
"doc":{ #I R AL FR
"dynamic":false,
"properties":{
"title":{
"type":"text" #- B
3
"name":
"type":"keyword"
3
"age":{
"type":"integer"
}
}
}
}
}
0 i
{

"acknowledged": true,
"shards_acknowledged": true,

"index": "my_index"

® Dynamic Mapping
es IREE json RS F BRI H s IR F B A, SCHFIf R

JSON A4 es R
null 2
boolean boolean
17 R float
BH long




object object

array H 3 —NE null 28R e e

string VCEC A H N R data 287 (BRIAFHF)S)D
VCAC AECTF KI5 WM float BY long 2584 (ERIASRHD)
BN text KA, FRME keyword [T B

o Jii:

mapping F I FBRB— B EE, 2z
JRA: Lucene SEBLAEIHER 51 A BE A L VB B (Fe B 20%)

R BB BUNRAY, FREMNOH LR G], SRJA M reindex #1F

® dynamic K&

a. true: RVFHEINFIGEFE BUAWACED
b. False: ARVFAZNHIGFE, HRXHATLLEFE SN, TiEd7 BT Bk
c. strict: MRIAREEAN (WIRE ANHRED

® cope_to

TR K 5 B EIRME 2 B bn - BE SEBLSEEI_all (145

B4
1. f%E mapping, & copy_to T
PUT my_index
{
"mappings":{
"doc":{

"properties":{
"frist_name":{

"type":"text",
"copy_to":"full_name"
2
"last_name":{
"type":"text",
"copy_to":"full_name"
2

"full_name":{

Iltypell : Iltextll

Rl =




PUT my_index/doc/1
{

"frist_name":"John",
"last_name":"Smith"

3. AW

GET my_index/_search
{
"query":{
"match": {
"full_name":{
"query":"John Smith",

"operator":"and"

® Index Bt
Index J@ 1, #EHIYITFBOE BRI, BAN true, BlE3ES], false ANidsk, BIAH]
PR, . FALS . BMIESSEEURER, A EEEER

il -
1. % mapping
PUT my_index
{
"mappings": {
"doc":{
"properties": {
"cookie":{
"type":"text",
"index": false
}
}
}
}
}

2. ARy

PUT my_index/doc/1
{

"cookie":"123",




"name":"home"

3. &l

GET my_index/_search
{
"query": {
"match": {
"cookie":"123"

}
}
#AR A
GET my_index/_search
{
"query": {
"match": {

"name":"home"

}
}
HH SR

® index_option H Fie®EHFRFCFKMINE, H—TF 4 MicE
1. docs Rid3% docid
2. fregs it3% docid 1 term frequencies
3. positions it.3¥ docid. term frequencies F term position
4. offsets it3% docid. term frequencies. term position I character offsets
Text 2R AYERIABC B N positions, HAERIA N docs
053 [ PN 4588 22 3 FH 1 2 TR

PUT my_index
{
“doc”:{
“properties”:{
“cookie”:{
“type”:"text”,

R

“index_option”:"offsets

”

—-— e e e




® null_value
o BB null A, BRI null, BIZE(E, MO 2 2N %ME . T L e %0
WE T BIME

1.1.6. HIERE

® %L AHREARA
FRAERAL: text. keyword
BUET: long. integer. short. byte. double. float. half float. scaled_float
HHAZRM: date
i /R boolean
ZEHIZRAY: binary
JulEZE7Y . integer_range. float_range. long_range. double_range. date_range
o SURHURAA
A array
5 ZEA: object
#E2AY. nested object
® B4 E HERA
geo_point(5). geo_shape(HIR)
o LHRA
o3 1P Hibk ip
SEHLE #1484 completion
LR 41A #: token_count
LR FFFE hash {EEFAL murmur3
® T ERHE multi-fields
YR FE—ANFBCRAAFIACE, s, flans N4 sLiptsd®, RREEAN
4 BT — AN BN pinyin BAT
1. % mapping

PUT my_index1
{
"mappings": {
"doc":{
"properties":{
"username":{
"type": "text",
"fields": {
"pinyin":{

"type": "text"




2. SR,

PUT my_index1/doc/1

{
"username":"haha heihei"
}
3. il
GET my_index1/_search
{
"query": {
"match": {
"username.pinyin": "haha"
}
}
}

® Dynamic Mapping
es AJ LA AR SO - B AY, DT FAICFH 7 A8 B BeAR

PUT /test_index/doc/1

{
"username":"alfred",
"age":1

"test_index": {
"mappings": {
"doc": {
"properties": {
"age": {
"type": "long"
2
"username": {
"type": "text",
"fields": {
"keyword": {
"type": "keyword",
"ignore_above": 256




age HBRAA long 2584, username iR HIA text 2%

PUT test_index/doc/1

{
"username":"samualz",
"age":14,
"birth":"1991-12-15",
"year":18,
"tags":["boy","fashion"],
"money":"100.1"
}
{
"test_index": {
"mappings": {
"doc": {
"properties": {
"age": {
"type": "long"
2
"birth": {
"type": "date"
2
"money": {
"type": "text",
"fields": {
"keyword": {
"type": "keyword",
"ignore_above": 256
}
}
2
"tags": {
"type": "text",
“fields": {
"keyword": {
"type": "keyword",
"ignore_above": 256
}




b

"username":
"type": "text",
"fields": {
"keyword": {
"type": "keyword",

"ignore_above": 256

}
|3
"year": {
"type": "long"

F I B 2R m] BLE AT B H A%, DA 2 % A oK
1. B CH R

PUT my_index
{
"mappings":{
"doc":{

"dynamic_date_formats": ["yyyy-MM-dd","yyyy/MM/dd"]

}

2. KM HWIEZhRA

PUT my_index
{
"mappings": {
"doc": {

"date_detection": false

FREEB AR, B BINRBAREIE, Fo7RF 8 b I e A 2
Numeric_datection RJ LAJFJ5 745 B 402 10 8 21 A

PUT my_index
{




"mappings":{
"doc":{
"numeric_datection": true

Dynamic Templates

VRS es EI SR MURERIT., B4R 3 o B
-FT A A R E A keyword R, RIERIAAS 73-17]

JIT 5 Lh message FF 3k [ 7 BEABUESE H text 25, HI43i]

-FITA BA long_JTSk )7 BUER I E N long S8

-F A A ZNUTHEL A double KA HRBBEE AN float Z5AY, DL %% |A]

1. UCAECE
match_mapping_type: ULAC es H 7B, Ul boolean, long, string %%
match,unmatch: VLEZFE 44
path_match,path_unmatch: ULHECX SN 87 B
2. ¥
ERTA 47 2R A UL IC AR keyword 87

PUT test_index

{
"mappings": {
"doc": {
"dynamic_templates":[ WU, TR E 2R
{
"strings":{ #IBIR 44 B
"match_mapping_type":"string", #IJLFC AR )
"mapping":{ #1% & mapping 5 5
"type":"keyword"
}
}
}
]
}
}
}

PL message JT3k 1) BT 138 B AR text 2871

PUT test_index
{
"mappings": {
"doc":{

"dynamic_templates":[




{

"message_as_text":{
"match_mapping_type":"string",
"match":"message*",
"mapping":{

"type":"text"

double 28 ¥ 5E N float, 544 %5 1H]

PUT test_index
{
"mappings": {
"doc":{
"dynamic_templates":[
{
"message_as_text":{
"match_mapping_type":"double",
"mapping":{
"type":"float"

IR

TR o0 g s B & e R E, Rt 5 QD %
1. 7] LA E & 51 FIEC E A1 mapping

2. ATLAVEZAVENR, H4E order R E, order K178 mg /ML B

3.

H € X mapping %

1. HAN—%3CRE] es BRI R 54, IREC es H AR mapping
2. BECSHE 1 521 mapping,  H & SCHISCHL B

3. P IE 2 11 mapping B & SRR AT E 1R 5




PUT _template/test_template

{
"index_patterns":["te*","bar*"],
"order":0, #order K, LIk, B order /NIIBER
"settings": {
"number_of_shards": 1
2
"mappings": {
"doc":{
" source":
"enabled":false
b
"properties":{
"name":
"type":"keyword"
}
}
}
}
}

ARG B FE, EEaEAE AR

1.1.7. Search API(URI)

GET /_search #EH T E R 51 S0k
GET /my_index/_search #ET TR B R G| R
GET /my_index1,my_index2/_search #Z R i

GET /my_*/ search
® URI Eifj 7 (AW, REACEARLID
GET /my_index/_search?g=user:alfred #I5 € 7B A
GET /my_index/_search?qg=alfred&df=user&sort=age:asc&from=48&size=10&timeout=1s

q: fREBEMAIER), #40 g=aa B¢ q=user:aa

df:q HATEEFBEVAE TR, WRATEE, es 2EMIATFE
Sort: HEJF, asc 17, desc [#/F

timeout: fREBNETE], BRAASHEIRS

from, size: H T

B term 5 phrase
term AHY TR ], phrase AH X4 TAIE 2 i)
term: Alfred way 55441 alfred or way
phrase: “Alfred way” 1A i, ZLR G JE T
[ P2 et




Alfred S5 R0 T1EATA T B ULACIZ term (N8 € 7B AL 1))
B EETR

name:alfred
B Group ZMHEE O , MG S VLA HI RN

(quick OR brown) AND fox: Hid$55F5 % VLR 1L S 2%

status:(active OR pending) title:(full text search): B ICHETE] 24 ali— N EEAK
A S e
1. fkEOE R

POST test_search_index/doc/_bulk

{
"index":{
"id™1
}
}
{

"username":"alfred way",
"job":"java engineer",
"age":18,
"birth":"1991-12-15",
"isMarried":false

}
{
"index":{
" id":2
}
}
{

"username":"alfred",

"job":"java senior engineer and java specialist",
"age":28,

"birth":"1980-05-07",

"isMarried":true

}
{
"index":{
" id":3
}
}
{

"username":"lee",

"job":"java and ruby engineer",
"age":22,
"birth":"1985-08-07",

"isMarried":false




{

"index":{
"id":4

}

}

{
"username":"lee junior way",
"job":"ruby engineer",
"age":23,
"birth":"1986-08-07",
"isMarried":false

}

2. A

GET test_search_index/_search?q=alfred

3. HMGHPITIHRIES

GET test_search_index/_search?q=alfred

{

"profile":true

4. term T

GET test_search_index/_search?g=username:alfred way #alfred OR way

5. phrase %Tif]

GET test_search_index/_search?g=username:"alfred way"

6. group & if]

GET test_search_index/_search?qg=username:(alfred way)

7 AREAERT
(1) AND(&&),0R(]]),NOT(!)
Bltn: name:(tom NOT lee)
#3278 name FE AU E tom H—E AT lee
(2) +. -3 A%F N must A1 must_not
Bl4: name:(tom +lee -alfred)
#EIR name FEH, — 02 lee, —TEANE alfred, T LLELE tom
TR +1E url P S, EAEA] encode JEIZE R A AT LL, %28

GET test_search_index/_search?q=username:(alfred %2Bway)

Vi A, SCRFPAUE AN H Y




1. IXTa): PIXTE: (], JFIXTE{)
age:[1TO 10] #l<=age<=10
age:[1TO 10} #l<=age<10
age:[1TO]  #l<=age
age:[* TO 10] #age<=10

2. RS HEk
age:>=1
age:(>=1&&<=10)8# age:(+>=1 +<=10)

® EMLTT A

21 ANFRF

*:0 I NTFRF

#l4n: name:t?m

name:tom*
name:t*m

VER: WACATILACHAT RCRAG, B A A, AU, BRI EER, AN EEi2/*

JE R RIT T
® ENFREX
name:/[mb]oat/

® EMIULAL fuzzy query
name:roam~1

VLHC 5 roam Z 1 /) character 1], LU foam. roams %5
® T{LLRE A proximity search
“fox quick”~5
LA term NN T Z 57 ELE, b U”quick fox” “quick brown fox”

1.1.8. Search API(Request Body Search)

® Match Query
X BAR SRR, SR AR A 2R A

GET test_search_index/_search

{
"profile":true, # WoRPAT IR
"query":{
"match": {
"username": "alfred way"
}
}
}

81t operator S AT DATE i) B 1A [B] IV AL S &R, AIETUA or A1 and

GET test_search_index/_search

{




"query":{
"match": {
"username": {

"query":"alfred way",

"operator":"and"

I minimum_should_match %] DL4% il 75 ZE VLT A 5 1m) 5L
R, UUED alfred way 431l )5, Al —ANal B AT

GET test_search_index/_search

{
"query": {
"match": {
"username":
"query": "alfred way",
"minimum_should_match":1
}
}
}
}

1.1.9. FHRMEH 5

RN 4R SO 5 B RIE A I RAH G, 93000 relevance
AT 1 2R 2 R [ SCRS R [

Term Frequency(TF) 1L BRG] FE OO v AR K. B iy, AH DGR
Document PR LTS R TA] I SR
Frequency(DF)
Inverse Document T m) SCHY
Frequency(IDF) B
Field-length Norm




ELK #f44:

1. ELK fg1r

1.

1. ELK B4

Elasticsearch & MRS AMAAIE R I 2, ErFrSE: na, ERE, BRI, &
SB35 F, RIIEIANE], restful A&, ZHIRVE, HaERMHEE.
Logstash J& — MR TR, fhn AXTR H B TUEE . 38, HEHAZMEHE DL

JEAE (i, R .

Kibana 02— DIFIEAM% 2R T B, ‘& Kibana 7] LN Logstash F1 ElasticSearch #fi
1 H BT AUF) Web FUii, RTUAFE VRIS AR R EEHUE H &

1.2, ELK R
® A RIM
Mysql Redis MongoDB Lucene Hbase ElsaticSearch
FEAERE
IR ZRSE P AR kS B D [EEEE
web2
PHP ASP Node.js Nginx ISP
Dubbo(fHREZ il ENESRIRT)
WS ERSTRItEESE
® [l
1. APLA—FE, FATILEEES? --) dubbo € X4t api #ATE
2. BT RGP AERERE (7888 ) HE
3. ENTRGHENE B HE--HEES--) logstash
4. AOP AT, P H &M
o Hiklzht1
WS =TT AT R B B e



Pz

ER L]
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EF= T
(997%)

BaiTs
(997t)

FEEER

HEs . RO A TEIS D H S

oA AT -

L

FfE MR

EigiT&

R XNLAE T AT E BIESNEES 6 Bl tbaes WYL ZHATEMES)

i 7

A: SEp, FICHE T4 RTFHLSHS 138001380000 781 H &l CREE I

B: FH&:
5 4 E

A: BAFET

B: f%%, ILFIT 3 GHLEKET

Zhig: WARRECHTA N HSBHEA -, SiAShI -6 - 8EENHE

R TT

1. AT AT H S S
Hm oK, HHERAIEH SR, B r fAKER, BRI R

2. R RHEE 0 AT %

A K, oA A BEREA R G H S A FE




log
[INFOJ2018-05-21

com.atguigu.order Order.class

&
W
3
Y

log
[INFO]2018-05-21
WX

Y
¢
i

log
[INFO]2018-05-21
XXX

HE4E: Logstash
HEA7fi: ElasticSearch

HEER: Kibana

BEXIXS & M55 HEAG (e, SR gt 2Rz i, 5 al AL on

® EPLL,

ST RN AT

ZH R AT HEDEG BYERAR (FREANRED

1.3, EFAHSEHRS

TR R OB E RS
1. TE*Af¥]: Rsyslog
2. mlkfb: Splunk
3. JFJEM: Scribe (FaceBook) , Chukwa (Apache)
4, ELK #¢J 72/ (Elastic Stack) (java i&E S H'5)
www.elastic.co/cn

1.4. ELK

ElasticSearch

Java

SER oA AR R AT 518, AT DU T4 0k,
gER I R AN/ HT, lucene. Solr

Logstash

JRuby

FAT LR IRIE RE AT A SR 51 2, Bd s IIE.
SRR, — R e AR A H s AL AT AR

Kibana

JavaScript

A ElasticSerach $2 {53 #r~F & A1 0 #4011 Web 5. il
nJ L ElasticSerach M2 51 A4k, WPFmadids, AR
Tl B 2R 1




1.5. HZE

H&E: BT Puk---
Z%%]: ERROR. INFO. DEBUG. WARN
B FEEMAERER, CRBRZ2SIMIHIME S, s

Filebeat f&j/1

AR A B R ERT BT SS E - KR LR 2R i H B 355 53 SSH
M. Filebeat RONEEERML R BRI %, HITHARANCE HES M, ik r FH s A E

Tk

B dE %% Logstash BX Elasticsearch I, Filebeat {# 1 UKL, PAEETE
ZWEHEE. R Logstash IETECTACEEELHE, WA LAiL Filebeat FIEIRISEICEE . —
Hi3EA 2, Filebeat FLa VK 2 K10 R 4k 41

I

1B1T

TARAEATATIABEH, B #R ARG B AR PP F I ) XU o Filebeat BEMETRIUIFH A H &

17, R HBbW, B VIREIER G, W EEs LA Bk E T 6.

Filebeat

FEE--> A

Logstash DT

Y

i

Liols

Elastichearch

Kibana

50

2, HERIE

2.1. %3 Centos?

HWANAF 26 YL

2.2, EARE

® KE P




vi /etc/sysconfig/network-scripts/ifcfg-eno33

lIYPE="Ethernet"

BOOTPROTO="static"

DEFROUTE="yes"

PEERDNS="yes"

PEERROUTES="yes"

IPV4_FAILURE FATAL="no"

IPVBINIT="yes"

IPV6_AUTOCONF="yes"

IPV6_DEFROUTE="yes"

IPV6_PEERDNS="yes"

IPV6_PEERROUTES="yes"
IPV6_FAILURE_FATAL="no"

NAME="enol6777728"
UUID="3fccBbea-f99d-427d-ae/3-ce92f501a8b8"
DEVICE="enol6777728"
DNBOOT="yes"
[PADDR=192.168.127.128
NETMASK=255.255.255.0
GATEWAY=192.168.127.2

service network restart
IR P IR AL
[root@localhost ~]# adduser elkl
[root@localhost ~]# passwd elkl
[root@localhost ~]# whereis sudoers
[root@localhost ~]# Is -I /etc/sudoers
[root@localhost ~]# chmod -v u+w /etc/sudoers
[root@localhost ~]# vi /etc/sudoers
## Allow root to run any commands anywher
root  ALL=(ALL) ALL
linuxidc  ALL=(ALL) ALL - #IX AN 1

[root@localhost ~]# chmod -v u-w /etc/sudoers

[root@localhost ~]# su elk1



3. ElasticSerach

3.1, Java I &t

® ik kit
[root@localhost jdk1.8]# tar -zxvf jdk-8ul71-linux-x64.tar.gz

® K H Java A E
[root@localhost jdk1.8.0_171]# vi /etc/profile

FE SRR N

export JAVA_HOME=/home/elk1/jdk1.8/jdk1.8.0_171

export JRE_HOME=SJAVA_HOME/jre

export CLASSPATH=.:SJAVA_HOME/LIB:SJRE_HOME/LIB:SCLASSPATH
export PATH=SJAVA_HOME/bin:SJRE_HOME/bin:SPATH

[root@localhost jdk1.8.0_171]# source /etc/profile
[root@localhost jdk1.8.0_171]# java -version
java version "1.8.0_171"
Java(TM) SE Runtime Environment (build 1.8.0_171-b11)
Java HotSpot(TM) 64-Bit Server VM (build 25.171-b11, mixed mode)

3.2. ElasticSerach Bip &3k

[root@localhost elasticserach]# tar -zxvf elasticsearch-6.3.1.tar.gz
[root@localhost elasticserach]# cd elasticsearch-6.3.1/bin

[root@localhost bin]# ./elasticsearch

bootstrap.

bootstrap.Boo r e Jootstrap.jav
ootstrap.Bootstrap otstrap.ja

.bootstrap.Elasticsearch.init(Elasticsearch.ja

[root@localhost bin]# su elkl
[elkl@localhost bin]$ ./elasticsearch




[elkl@localhost bin]$ ./elastic rch

Exception in thread "main" j .nio.file. i ion: 4 /elkl/e icserach/e icsearch-6.3.1/config/jvm.options
at sun.nio.fs.UnixE ion.tr Ex uptmr‘llUru E xe
at sun.nio.fs.UnixE ion.re r k& xception (UnixExc
at sun.nio.fs.UnixEx 0

at sun.nio.fs.UnixFi

at java.nio.fi
at java.nio.fi
at java.nio.file p i stemProvi m(FileSystemProvider. java:384)
at java.nio.fi
at org.elasticsearch. to:ﬂs launchers. ]vm(lptlonsF‘ar er.main(JvmOptionsParser.java:58

[root@localhost bin]# chown -R elk1:elkl /home/elkl/elasticsearch
[elkl@localhost bin]$ ./elasticsearch

[elkl@localhost config]$ vi jvm.options

## S https://www.elastic.co/guic elasticsearch/reference/current/heap-size.html
for more information

nts the initial size :
osents the maximum size of total huap space

rsion™
"number"
"puild flavor™
"build ty
"build_hash" : "eb782d0",
"build date” : 18-06-29 59:26. 1€
"build snapshot“
“luceﬂu version” 3
"“minimum wire ompatlblllty version® : "5.6.0",

"“minimum_index_ compatibility version" : “%.m.t

}’

"tagline” : "You Know, for S




#fa6E5)
[elkl@localhost bin]S ./elasticsearch -d

#K PR 7
[elkl@localhost bin]S ps -ef| grep elastic

[elkl@localhost bin]$ ps -ef|grep elastic

elkl 1009 1 8 16:07 pts/0 e

EVE Touxh s1m -Djava.awt.hea r -Dfi 8 -Djna.nos r Omi ck InFastThraw DlU
shutdownHooPEnab E - . r . / Fl7pocrL

h-6.3.1 -Des /
icsearch.bootstrap Elastl:sua ch -d
-color=auto elastic

[elkl@localhost b|n]$ kill 10097

#IRL B VAR V7 1]
[root@localhost bin]systemctl stop firewalld
[root@localhost bin]vi config/elasticsearch.yml

# Elasticsearch performs poorly when the system is swapping the memory.
Network

# Set the bind address to a specific IP (IPv4 or IPv6):
#

network.host: 192.168.14.13

#
# Set a custom port for HTTP:
#

ERROR: [3] bootstrap checks failed
[1]: max file o 09 - elasti rc rocess is too low, increase to at least [65536]
[21: - 38 [elkl] is too low, increase to at least [4096]
3 increase to at least [262144]
1 [ uHU _cC] stopping ...
] [ uHU cC] stopped
1831 [INFO -e.n.Node ] [_uHU_cC] closing ...
2281 [INFO .e.n.Node 1 [_uHU_cC] closed
2] [INFO .e.x.m.j.p.NativeController] Native controller process has stopped -

(1] [21fF TR
[root@localhost bin]# vi /etc/security/limits.conf

#@student hard nproc
#@faculty soft nproc
#@faculty hard nproc
#ftp ard nproc
#@student maxlogins

hard nofile 6
* soft ile 1! p ) _
hard nproc 409 +HUFRAAER P

* soft nproc 2048

| - . - P
| [=d RTINS B




[root@localhost bin]# vi /etc/sysctl.conf
[root@localhost bin]# sysctl -p

sysctl settings are defined through files in
fusr/lib/sysctl.d/, frunfsysctl.d/, and fetc/sysctl.d/.

Vendors settings live in fusr/lib/sysctl.d/.

To override a whole file, create a new file with the same in
fetc/sysctl.d/ and put new settings there. To override

only specific settings, add a file with a lexically later
name in /etc/sysctl.d/ and put new settings there.

°
#
#
#
#

#

# For more information. see sysctl.conf(5) and sysctl.d(5).
vm.max_map_count

fs.file-max=655360

3.3. ElasticSerach &£#f 23

® BINBLE X elasticserach.yml
vim /elasticsearch.yml

cluster.name: aubin-cluster# ZUAH 7]

# BRI CAReEED

node.name: els1 CAZAANFE])

# AR, UAGERIRARR, HTEREP XS (HESO
#1857 Z1 ST BERCA master A, AT PUR BRI A
node.master: true

node.data: true

path.data: /var/lib/elasticsearch

# AR BRI AEOR AR (H E SO

path.logs: /var/log/elasticsearch

# HERERNAARS

network.host: 192.168.0.1

# HHTT A 1P Mk

http.port: 9200

# 0T AN AR S5 i

transport.tcp.port: 9300

#9300 AAETF IR ST 31

discovery.zen.ping.unicast.hosts: ["'172.18.68.11", "172.18.68.12","172.18.68.13"]
# SEREAT R0 IP HuhE, AT DM IERAL RS R AR
discovery.zen.minimum_master_nodes: 2

# N TR, SR RO

HRE: VA=A data A logs £



192.168.14.12:9200/ cat/nodes?v

3.4, 3L head IHH

® [#% head it

wget https://github.com/mobz/elasticsearch-head/archive/elasticsearch-head-master.zip
WA LA git F#k, AiHE yum install git
unzip elasticsearch-head-master.zip

® 4 node.js

wget https://npm.taobao.org/mirrors/node/latest-v4.x/node-v4.4.7-1linux-x64.tar.gz

tar -zxvf node-v9.9.0-linux-x64.tar.gz
® i)l node.js FFFIEA &
ort JAVA HOME=/home/elkl/jdkl.8/jdkl.8.0_ 171

rt JRE_HOME=$JAVA HOME/jre
rt CLASSPATH=. : $JAVA HOME/LIB:$JRE_HOME/LIB:$CLASSPATH

export NODE HOME=/home/elkl/elasticserach/head/node-v9.9.0-11nux-x64
Exp::::: rt PATH=$JAVA HOME/bin:4$JRE_HOME/bin:$NODE_HOME/bin:$PATH

source /etc/profile
® Uik
node -v

npm -v
® 4 grunt (grunt 2 —MEFTERMETH, ATLLHHTFIAESS . MR, BATEER TAE)

3t N\ 2 elasticsearch-head-master
npm install -g grunt-cli

npm install
(npm install -g cnpm --registry=https://registry.npm.taocbao.org)

® 121X Elasticsearch it & 14
%% elasticsearch-6.3.1/config/elasticsearch.yml, JIA L 4 %«

http.cors.enabled: true
http.cors.allow-origin: "*"

® ZI{ Gruntfile.js GF&E’, ")
FTJF elasticsearch-head-master/Gruntfile.js, #XZ| [ connect JE %, #H11E hostname: *’:
connect: {
server: {
options: {
hostname: '*',
port: 9100,



base: '),

keepalive: true

}
® 57 elasticsearch-head

HEN elasticsearch-head H3%, #ATHT4: grunt server
® 55 )33) elasticsearch-head

nohup grunt server &exit
® X[ head ffiff

ps -aux|grep head

kill #EfE S

3.5. ElasticSerach API

® elasticsearch rest api &1 KI#E N
curl -X<REST Verb> <Node>:<Port>/<Index>/<Type>/<ID>
® T es IAEE
curl IP:9200
o TEHEMRGME
http://IP:9200/_cat/health?v
o WETANIEK
http://IP:9200/_cat/nodes?v
® BT R G R AFE R
http://IP:9200/ cat/indices?v
o fIERT
curl -XPUT 'IP:9200/XX?pretty’
® Nim—AKA
curl -XPUT 'IP:9200/XX/external/2?pretty' -d '
{
"gwyy": "John"
y
® U — K
curl -XPOST 'IP:9200/XX/external/1/ _update?pretty' -d '
{
"doc": {"name": "Jaf"}
y
® JHkxtaERT
curl -XDELETE 'IP:9200/_index?pretty'



3.6. MLEHE

®  ElasticSearch.yml

ES [PAHCHC B

# AT T, DA R 15 A — SR 4 W 2% A
cluster.name: elasticsearch

# T RAT, DAAE R TR AR S X 0
node.name: node-1

#VCE 2 FTT R R T LY T R AT DU B T
node.master: true

node.data: true

# RE1 AL BRI S

#index.number_of _shards: 5

# RO BIANEL BN 1 AR
#index.number_of replicas: 1

# Bk H o (2B HE S 20D
discovery.zen.ping.unicast.hosts: ["192.168.14.14","192.168.14.15"]
discovery.zen.minimum_master_nodes: 2

#AE H %

path.data: /home/elkl/elasticserach/data

# HEHXx

path.logs: /home/elk1/elasticserach/logs

# B0~ ES BT, IXFERIRIHLES A AT LT ]
network.host: 192.168.14.13

# BCE T REAE EY tep ui O CEEEED L BRIAE 9300
transport.tcp.port: 9300

# WWrom o CBRINR )

http.port: 9200

# WIHIIZE, XAF head #ifF74 AT LLVT 1) es
http.cors.enabled: true

http.cors.allow-origin: "*"

® Jvm.options

VM FIFE SR B

® log4j2.properties
H &R E

3.7 Elasticserach Biz,

® /)’/y Development £l Production PFfi15={
® X/




L transport HHLIE 275462 7 localhost AFRAE (SEFRtibl)
Rll: elasticserach.yml {4 H [#] network.host At &
o BIA[X
(1) Development 2 T J3 #hi £ L warning 5 2UHE 7 B B A6 25 555
(2) Production B3 7EJE BT 23 BA error (195 AN AL B AS 2 57 5 4

3.8. elasticserach #:1E

Document: SCE X %
Index:Z 5] (J#E)
Type: & 5| R R ()
Field: 7B, SCRIEME (F-BO
Query DSL: A iEvE (sqb)
® CRUD #fE
B A
K
POST /atguigu/student/1
{

EEEE N

"name":"zhangsan",
"clazz":"0115bigdata",

"description":"we are family

}
AR [H] .
{

_index": "atguigu",
" type": "student",
"id" "1,
" version": 1,
"result": "created",
" shards": {
"total": 2,
"successful": 2,
"failed": 0
2
" seq_no": 0,
"_primary_term": 1
}
B REUOCR
K
GET atguigu/student/1

pYCIE



_index": "atguigu",

" type": "student",
ll_idll: lllll’

_version": 1,
"found": true,

_source":

"name": "zhangsan",
"clazz": "0115bigdata",

"description": "we are family"

}
}

B RO
RN

POST /atguigu/student/1/_update
{

"doc":{
"description":"hello world"
}
}
A GIF
{
"_index": "atguigu",
" type": "student",
"id" 1,
" version": 2,
"result": "updated",
" shards": {
"total": 2,
"successful": 2,
"failed": 0
17
" seq_no":1,
" _primary_term": 1
}
B RS
WK
DELETE atguigu/student/1
(R
{

_index": "atguigu",

" type": "student",
ll_idll: lllll'



"found": false
}
® Elasticserach Query
B Query String
GET /atguigu/student/_sea'rch?q=% % 7

A EIE
{
"took": 8,
"timed_out": false,
" shards": {
"total": 5,
"successful": 5,
"skipped": O,
"failed": 0
b
"hits": {
"total": 1,
"max_score": 0.2876821,
"hits": [
{

_index": "atguigu",
" type": "student",
"id" 1,

" score": 0.2876821,

_source":

"name": "zhangsan",
"clazz": "0115bigdata",

"description": "we are family

B Query DSL
GET atguigu/student/_search
{
"query":{
"term":{
"name":

"value":"zhangsan"



4. Logstash

4.1, “Z2%k logstash

[root@localhost logstash]# tar -zxvf logstash-6.3.1.tar.gz
[root@localhost logstash-6.3.1]# cd config
[root@localhost config]# vi logdj_to_es.conf

ﬁ For detail structure of this file
# Set: https://www.elastic.co/guide/en/logstash/current/configuration-file-structure.html
input {
# For detail config for log4j as input,
#5 https://www.elastic.co/gu n/logstash/current/plugins-inputs-log4j.html
log4j {
mode ==
host == entos2”
port == 4567
}

]
filter {

#0nly matched data are send to output.

I3
output {

# For detail config for elasticsearch as output,

# S https://www.elastic.co/guide/en/logstash/current/plugins-outputs-elasticsearch.html

#The operation on ES
#ElasticSearch host, can be array.
#The index to write data to.

input {
file {
path=>[""]
type=>""
start_position=>"beginning"
}
}
output {
stdout {
codec=>rubydebug
}
}

[root@localhost logstash-6.3.1]# ./bin/logstash -f config/log4j_to_es.conf



4.2, BN, BH. T3

® HiA
input{file{path=>"/tomcat/logs/abc.log”}}
® i

output{stdout{codec=>rubydebug}}
® I uEdEfE
B Grok
1. FTIENFREARM 7+ 5 T HEHRE (pattern)
2. FET AT LK ARG W A B A S A A b

B Date
P H SR B[R] - BUR e N TR BRSSO (8 e SR 40 ab 7
B Mutate

BEATHEIN . B MIER. B HSEE BUH SCAL B

4.3, logstash # A4k nginxk HERNZE

® fI|% nginx_logstash.conf 3 {4

input {

stdin { }
}
filter {

grok {

match => {
"message" => '%{IPORHOST:remote_ip} - %{DATA:user_name} \[%{HTTPDATE:time}\]

"%{WORD:request_action} %{DATA:request}

HTTP/%{NUMBER:http_version}' %{NUMBER:response} %{NUMBER:bytes} "%{DATA:referrer}"
"%{DATA:agent}"’
}

date {
match => [ "time", "dd/MMM/YYYY:HH:mm:ss Z" ]

locale =>en

geoip {
source => "remote_ip"

target => "geoip"




useragent {
source => "agent"

target => "user_agent"

output {

stdout {
codec => rubydebug
}

}

®  Logstash Ja BfET nginx 3L
head -n 2 /home/elk1/nginx_logs|./logstash -f ../config/nginx_logstash.conf
o 4R

{

nou
’

"user_name" =>
"referrer" =>"-",
"@timestamp" =>2015-05-17T08:05:32.000Z,
"request" =>"/downloads/product_1",
"time" =>"17/May/2015:08:05:32 +0000",
"geoip" => {
"country_code3" =>"NL",
"longitude" => 4.8995,
"continent_code" =>"EU",
"latitude" =>52.3824,
"timezone" => "Europe/Amsterdam",
"country_code2" =>"NL",
"ip" =>"93.180.71.3",
"country_name" => "Netherlands",
"location" => {
"lat" =>52.3824,
"lon" =>4.8995

"@version" =>"1",
"http_version" =>"1.1",

"remote_ip" =>"93.180.71.3",

"message" => "93.180.71.3 - - [17/May/2015:08:05:32 +0000] \"GET
/downloads/product_1 HTTP/1.1\" 304 0 \"-\" \"Debian APT-HTTP/1.3
(0.8.16~exp12ubuntul0.21)\"",

"bytes" =>"0",
"user_agent" => {

Ilminorll => II3|I’




"os" => "Debian",
"name" => "Debian APT-HTTP",
"os_name" => "Debian",
"build" =>"",
"major" =>"1",

"device" =>"Other"

"agent" => "Debian APT-HTTP/1.3 (0.8.16~exp12ubuntul0.21)",
"host" => "localhost.localdomain",
"response" =>"304",
"request_action" =>"GET"

5. Kibana

5.1. Kibana &3t

[root@localhost kibanal# tar -zxvf kibana-6.3.1-linux-x86_64.tar.gz
[root@localhost kibanal# cd kibana-6.3.1-linux-x86_64/config
[root@localhost configl# vi kibana.yml




1 y :
server.port:

# Specifies the address to which the Kibana server will bind. IP adc ses and hos
# The default is calhost', which usually means remote machines will not be able
# To allow connections from remote users, set this parameter to a non-loopback add
server.host: "192.168.14.15"

# Enables you to specify a path to mount Kibana at if you are running behind a pro
# Use the "server.rewriteBasePath’ setting to tell Kibana if it should remove the
# from requests it receives, and to prevent a deprecation warning at startup.

# This setting cannot end in a slash.

#server.basePath: ""

# Specifies whether Kibana should rewrite requests that are prefixed with

# “server.basePath”™ or require that they ar ritten by your reverse proxy.
# This setting was effectively always 'false’' before Kibana 6.3 and will

# default to "tr starting in Kibana 7.0.

#server.rewriteBasePath: false

# The maximum payload size in bytes for incoming server re
#server.maxPayloadBytes: 1048576

# The Kibana se 's name. This is used for display purposes.
#server.name: "your-hostname"

# The URL of the Elasticsearch instance to use for all your gueries.
elasticsearch.url: "http://192.168.14.14:9200"

# When this setting's value is true Kibana uses the hostname specified in the serv
# setting. When the value of this setting is false, Kibana uses the hostname of th
# that cor ts to this Kibana instance.

#elasticsearch.preserveHost: true

# Kibana uses an index in Elasticsearch to store saved searches, visualizations an
# dashboa . Kibana eates a new index if the index d n't already exist.
kibana.index: ".kibana"

[root@localhost bin]# ./kibana

bt
Add Data to Kibana
-] AR 5 ; G
e these solutions to quickly ur data ints pr hboards and manitoring systenn
=
T - ML
& Devoos i } m
¥ Monitoring - % ¥ 4
& Management APM Logging Metrics Security Analytics
APM automatcally coltects in ngest logs From popul, ct f ) ty event
3 ¢ e5 and easky visual 7 operating system and service tive imvestization in

5.2, kibana it B

® [iLE AL config LR
® Kibana.yml 7 HHC & i B



Kibana is served by a back d server. This se ifies the port to t
5601

ress to which the Kibana server will bind. IP addresses and host names are both valid values.
lhost', which usually m s : hines will not be able to
1s_from remote users, set this p: ter to a non-loopback address.

ou to specify a path to mount Kibana at if you are running behind a proxy.
writeBasePath® setti 0 1 Kibana if it should r ve the basePath
5, and to pre a de ation warning at startup.
# This setting cannot
#server.basePath: ""

ts that are prefi
by your re Se proxy.
Kibana 6.3 and will

erver's name. This is used for display purposes.
"your-hostnam

e URL of the Elasticsearch instance
rch.url: "http://192.168.14.14:9

ed - es, visualizations and
Kibana ¢ 5 ¢ iy i he index t already
" . kibana

Server.host/server.port: 1 [n) [ 3 I -5 Ak (M 1% & J5 A BE# A1 15 7))
Elasticsearch.url:7j 7] elasticserach F3tiiil:

5.3, kibana ZhREFIAT

Add Data to Kibana

e solutions to quickly it dats nto pre-but r mororing systery

3 i;: W

A

Visualize

APM Logging Metrics Security Analytics

Dev Toaly

Monitorirg

Management

Discover: H{ XA FH

Visualize: bRl {
Dashboard: A £ Hil{E
Timeline: I /5 504 1 =y 2 nT RRAL 3 B
DevTools: Jf & # T.H
Management:kibana FH <t &



6. Filebeat 1 packetbeat

2.1. Filebeat

® % Filebeat
https://www.elastic.co/cn/downloads/beats/filebeat

BERGNE: getconf LONG_BIT

é@:‘ elastic == =i ms =~ T® T

Downloads

Download Filebeat

@ Want to upgrade? We'll give you a hand. Migration Guide »

rsion: 3.1
Release date: July 05, 2018
License. Elastic

Downloads:

2.2. Packetbeat

®  Packetbeat A/}
(1) SEE AL 2% 4,
(2) BBhfET R ZE e gD
DNS. Http. Redis. Mysql &5
® Packetbeat JUHX elasticserach i >R &
(1) N packetbeat H%, & es.yml (4
(2) Yl es.yml SCAF

packetbeat.interfaces.device: ens33# <

packetbeat.protocols.http:

ports: [9200]#es i [

send_request: true# UG K15 B

include_body_for: ["application/json", "x-www-form-urlencoded"|#. & N 2%
output.console:

pretty: true#f% i 5 i Hi




(3) Ja 7)) packetbeat
sudo ./packetbeat -e -c es.yml -strict.perms=false

7. Nginx

® % nginx
HL AR BT
yum install gcc-c++
yum install pcre-devel
yum install zlib zlib-devel
yum install openssl openssl-deve
#//— B2 e b DY AR

#yum -y install gcc zlib zlib-devel pcre-devel openssl openssl-devel

#i Ik
tar -xvf nginx-1.13.7.tar.gz

#iHE AN nginx B

cd /usr/local/nginx #FAT AT
./configure

#HAT make 774 make//HAT make install fir 4
make

make install

/1884

nginx/shin/nginx

/RS

nginx/sbin/nginx -s stop B : nginx -s quit
//FE A A A

nginx -s reload

8. BB BRI
8.1. AR FH

it £E Elasticserach B4 X 1H) 15 )
Sy HTE TR AR AL W I AE
o iR
HPa I £E: Packetbeat+logstash
&7 M. Kibana+Elasticsearch



8.2. HIHiHER

® Production Cluster(4: = 1 15)
1. Elasticsearch 192.168.14.13:9200
2. Kibana 192.168.14.15:5601

®  Monitoring Cluster (I ¥ ¥4 55)
1. Elasticsearch 192.168.14.16:8200
2. Kibana 192.168.14.16:8601

® logstash\packetbeat

8.3, LM%

® A BhHUE RSN
JA Bl ES:
.Jelasticsearch
== Elasticsearch Configuration =
# NOTE: Elasticsearch comes with reasonable defaults for most settings

Before you set out to tweak and tune the configuration, make sure you
understand what are you trying to accomplish and the consequences.

e ]

» primary way of configuring a node is via this file. This template lists
> most important settings you may want to configure for a production cluster.

locumentation for further information on configuration options:
lasticse

- of replicas: 1
ry.zen.ping.unicast.hosts: ["192.168.14.
A IPHHE, AT Fels. els.shuaigu

http.port: 9
g 1

o n

http.cors.allow-origin:

&2 kibana it &



Kibana is served by a back end r. This setting specifies the port to use.
ver.port: 56081

# Specifies the address to which the Kibana server will bind. IP ac es and host names are both valid values.
# The default is 'localhost', which usually means remote machines will not be able to connect.
£ To allow connections from remote users, set this parameter to & non-loopback a 5.

.host: 168.14.15"

ify a path to mount Kibana at if you are running behind a proxy.
teBasePath® setting to tell Kibana if it should ove
, and to pr nt a deprecation warning at startup.
tting cannot in a slash.
#server.basePath: ""

that are prefi
ath® or require that they a ritten by your
i was i y always 'fal before Kibana 6.3 a
default to “true’ in Kibana 7.0.
ver.rewritel ePath: false

# The Kibana server's name. This is used for display purposes.
erver.name: "your-hostname"

# The URL of the Elasticsea instanc
elasticsearch.url: "http://192.168.14.14:
# When this setting's value is true Kibana uses the hostname s ifi in the server.host
g is false, Kibana us the hostname of the host
nnects to this Kibana insta
csearch.preserveHost: true
# Kibana uses an ind in Elastic h to store s, visualizations and

# dashboards. Kibana creates a new index if the index doesn't already exist.
SUENERT " .kibana"

.Jkibana #)1 3]
® Ja BRI M S
(1) Ja3h ES

A |
(2) JA3)) logstash

input {
beats {
port => 5044

}
filter {

if "search" in [request]{
grok {
match => { "request" =>".*\n\{(?<query_body>.*)"}
}
grok {
match => { "path" => "\/(?<index>.*)\/_search"}
}
if [index] {
}else {
mutate {
add_field =>{"index" =>"All"}

mutate {




update =>{"query_body" =>"{%{query_body}"}}

}
# mutate {
# remove_field => [ "[http][response][body]" ]
# }
}
output {

#stdout{codec=>rubydebug}

if "search" in [request]{
elasticsearch {
hosts =>"127.0.0.1:9200"

}

}

(3) Ja3h
./bin/logstash -f config/log4j_to_es.conf

Fi3k: B KIEACE

1. firewalld [P 2E A5 F
Ja3):  systemctl start firewalld
FKM:  systemctl stop firewalld
BEIRE:  systemctl status firewalld
FFHLZER] :  systemctl disable firewalld
FFHLRH : systemctl enable firewalld

2.systemctl /& CentOS7 MRS EH L H P EER T H, EflA 2Rl service 1 chkeonfig 111
Ae T4k

Ja—/NARSS: systemctl start firewalld.service

FH MRS systemctl stop firewalld.service

H)JE—M RS systemctl restart firewalld.service

BIR— ARG PR systemctl status firewalld.service




EHHE G H— k4% systemctl enable firewalld.service
EHHIS 25 — AN RS5 . systemctl disable firewalld.service
BERSZBHYLES): systemctl is-enabled firewalld.service
BEDBNRSEFIE: systemctl list-unit-files | grep enabled
TE s RIS SR systemctl --failed

3./CE firewalld-cmd
BEMA: firewall-cmd --version
BEHE:  firewall-cmd --help
WoRIRES:  firewall-cmd --state
BENATH I E:  firewall-cmd --zone=public --list-ports
FEHTB K BERUN:  firewall-cmd --reload
BAEXIH(EL: firewall-cmd --get-active-zones
BEREHEOEXE: firewall-cmd --get-zone-of-interface=eth0
4T £l firewall-cd --panic-on
HUETE4RES:  firewall-cmd --panic-off
EHERGIEL:  firewall-cmd --query-panic

ARG AT — A 1 W

iyl

firewall-cmd --zone=public --add-port=80/tcp --permanent (--permanent ;K AERL &
HHSHE )R RAO

PN

firewall-cmd --reload

BE

firewall-cmd --zone= public --query-port=80/tcp

IS

firewall-cmd --zone= public --remove-port=80/tcp --permanent



Nginx %35 Fiff

1 nginx ZEEIBE

nginx »& C G F A, BWAE linux FIg T, AZFEH Centos6.5 1E L3I .

B gcc

A ngink TS E NN BRI AT R, g goc B, tNHLEA goc M,
FHL 2% gee: yum install gec-c++

B PCRE

PCRE(Perl Compatible Regular Expressions)&— Perl £, flfE perl FE& K IENFRIA
o nginx [ http BEHE A pere KA IENIZRIE L, FrAFREAE linux E 2% pere .
yum install -y pcre pcre-devel
VE: pcre-devel ;2 f# H pcre FFR I — N IRFIF K. nginx 7R EEILRE

m zlib

zlib PEAR ML TR 2 B S 4a A e 46 (10 77 X, nginx 8 zlib X http GLEJ AR HEAT gzip, P
PLFEEAE linux b 2235 zlib JE
yum install -y zlib zlib-devel

B openssl

OpenSSL & /MR K 22 BERHT M E, Hh 2 FMNEE. &% AR
BRI TRE S sSL P, JRER AL E ISR A O e H A .

nginx AMYSCRE http W1, I8 3CRF https (EIFE ssl P EAEHi http) , ITLATREEAE linux
2% openss| % .
yum install -y openssl openssl-devel

2 PR R

4 nginx-1.8.0.tar.gz ¥ V1 & linux 55 #5%

fif s«

tar -zxvf nginx-1.8.0.tar.gz

cd nginx-1.8.0

1. configure

.Jeonfigure --help BHTEM S (ZHEARAFEMFE 7. nginx FIFSED

R BRIGE SO E 38 2 8 /var/temp/nginx, TFELE/var THIE temp KX nginx B3

SHBEWT:



.Jconfigure \

--prefix=/usr/local/nginx \
--pid-path=/var/run/nginx/nginx.pid \
--lock-path=/var/lock/nginx.lock \
--error-log-path=/var/log/nginx/error.log \
--http-log-path=/var/log/nginx/access.log \
--with-http_gzip_static_module \
--http-client-body-temp-path=/var/temp/nginx/client \
--http-proxy-temp-path=/var/temp/nginx/proxy \
--http-fastcgi-temp-path=/var/temp/nginx/fastcgi \
--http-uwsgi-temp-path=/var/temp/nginx/uwsgi \
--http-scgi-temp-path=/var/temp/nginx/scgi

#ER: _RIEE SO B R385 0 /var/temp/nginx, TFELE/var T EIE temp X nginx B

2. YmikEds

make
make install
SIS A

[root@server0l nginx-1.8.01# cd ../nginx_
[root@server0l nginx]# 171

BREE 12

drwxr-xr-x. 2 root root 4096 55 10 19:54 conf
drwxr-xr-x. 2 root root 4096 58 10 19:54 html
drwxr-xr-x. 2 root root 4096 355 10 19:54 sbhin

3 Ja3)) nginx

cd /usr/local/nginx/sbin/

./nginx

Y] nginx FHFE:

[root@server0l sbin]# ps aux|grep nginx
root 15098 0.0 0.0 3568 528 7 Ss  20:15 0:00 nginx: master process ./nginx
nobody 15099 0.0 0.0 3768 8B4 7 s 20:15 0:00 nginx: worker process

m—— . -

15098 72 nginx TR AL id, 15099 & nginx TAEHFFE HIH3ERE id

HER: AT /nginx 53 nginx, XEF]Ph-c 5@ MEAT ngink TLE UM, WTF:

./nginx -c /usr/local/nginx/conf/nginx.conf

IR E-c, nginx 7EFBIHTERIANER conf/nginx.conf SCAE, U4kt v] PAAESR 2%
2238 nginx B #85E ./configure (IS % (--conf-path= RAEE X (nginx.conf) )



4 {2 1E nginx

a1, PR Ik
cd /usr/local/nginx/sbin
./nginx -s stop

BT AR TR B nginx BERE id FRAEA kil A2 2] R Bt .

T 2, FEEAT (R H):

cd /usr/local/nginx/sbin

./nginx -s quit

BT S 12 BB A nginx HERRALEIAT % 52 SEHET 1L

5

limly

5 J3 nginx

TR, etk Es) CEUEAD -

XF nginx BEAT HJE AH 24 T 5645 LB nginx FHE 3 nginx,  BIJGPAT 45 1 i & AT B 3 & .
LU

./nginx -s quit

./nginx

Jra 2, EHTINEEC B SO
4 nginx FIACE SCAF nginx.conf B85, BEAHLLACE AT EE A ngink, {#H-s reload ~H
Jef2 1k nginx P55 30 nginx B AP EC B AE EAE nginx AR, W

./nginx -s reload

6 Ik

nginx 22T, JA 3 nginx, RIAT U5 ] lEFUHL_E Y nginx:



|l niio/i1e2 188, 101.3/
| 5 1B it -

to ngin! | ‘

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

FIX VL nginx b 223 R .

7 FHLE )3 31 nginx
7. 1485 shell A

X ARG S shell AR 77 R0 2L

vi Jetc/init.d/nginx (N [ FACHS)

#!/bin/bash

# nginx Startup script for the Nginx HTTP Server

#itis v.0.0.2 version.

# chkconfig: - 85 15

# description: Nginx is a high-performance web and proxy server.
H It has a lot of features, but it's not for everyone.
# processname: nginx

# pidfile: /var/run/nginx.pid

# config: /usr/local/nginx/conf/nginx.conf
nginxd=/usr/local/nginx/shin/nginx
nginx_config=/usr/local/nginx/conf/nginx.conf
nginx_pid=/var/run/nginx.pid

RETVAL=0

prog="nginx"

# Source function library.

. Jetc/rc.d/init.d/functions

# Source networking configuration.

. Jetc/sysconfig/network

# Check that networking is up.




[ S{NETWORKING} = "no" ] && exit0
[-x Snginxd ] || exit O
# Start nginx daemons functions.
start() {
if [ -e Snginx_pid ];then
echo "nginx already running...."
exit 1
fi
echo -n §"Starting Sprog: "
daemon Snginxd -c ${nginx_config}
RETVAL=S?
echo
[ SRETVAL = 0 ] && touch /var/lock/subsys/nginx
return SRETVAL
}
# Stop nginx daemons functions.
stop() {
echo -n $"Stopping Sprog: "
killproc Snginxd
RETVAL=S?
echo
[ SRETVAL = 0 ] && rm -f /var/lock/subsys/nginx /var/run/nginx.pid
}
# reload nginx service functions.
reload() {
echo -n $"Reloading $Sprog: "
#kill -HUP “cat ${nginx_pid}'
killproc Snginxd -HUP
RETVAL=S?
echo
}
# See how we were called.
case "S1"in
start)
start

stop)

reload)

reload
restart)

stop




start

echo S$"Usage: Sprog {start|stop | restart|reload|status|help}"

status)
status Sprog
RETVAL=S?
*)
exit 1
esac
exit SRETVAL

wq  PRAFIFIRHY

7. 2B B AR VT R BLPR

chmod a+x /etc/init.d/nginx

(a+x ==> all user can execute FfrH H /7 Al $44T)

KRS G IR 2 WHAE nginx T2 BF Nginx 4HIRE. B3I Nginx, {715 Nginx,

J& Nginx-

[rootl@DevelopServer
nginx is stopped
[rootl@DevelopServer
Starting nginx:
[rootl@DevelopServer
Stopping nginx:
[rootl@DevelopServer
Stopping nginx:
Starting nginx:
[rootdDevelopServer
Stopping nginx:
[rootdDevelopServer
Stopping nginx:
Itarting nginx:
[rootdDevelopServer

nginxk-0.8.54] #

nginxk-0.8.54] #
nginxk-0.8.54] #

nginxk-0.8.54] #

nginx-0.8.543] #

nginx-0.8.543] #

nginx-0.8.543] #

fetofinit.

fetofinit.

fetofinit.

fetofinit.

Ffetefinitc.

Ffetefinitc.

d/ nginx
d/ nginx
d/ nginx

d/ nginx

d/ nginx

d/ nginx

status

start
[ ]
atop
[ ]
restart
[FLILED]
[ ]
atop
[ ]
restart
[FAILED]
[ ]

WMRBE T ngink KIECE ST nginx.conf, AT LA L [T dir 4 F TN S8 B0 e B S 1F I
1247, LR AT I E] redocal SCAEAT,  IXAEIFHLAIIR ngink mtERIA R 2 1




7. 3AZ rc. local X

vi fetc/rc.local

IIA—47  /etc/init.d/nginx start RAFIEIR Y, NRERSER.



